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ABSTRACT 

In this advancing era, the Internet of Things (IoT) has developed as a crucial component of the modern digital-infrastructure, 

interconnecting billions of diverse devices. Consequently, it generates unceasing amount of huge network data. This extensive 

connectivity, on one hand, has made life easier by making things smart; but on the other hand, it has become a threat with regard 

to the cyberattacks. Conventional intrusion detection systems (IDS) generally rely on the static models or previously observed 

attack patterns. However, due to continuously changing network behaviour, it has made them less effective against zero-day 

attacks. Zero-day attacks exploit unknown security vulnerabilities in any networks and device. 

Many recent published researches have explored different techniques based on machine learning, deep learning etc. for 

intelligent intrusion detection for IoT security. Although these approaches have improved detection performance, many existing 

systems are designed for relatively static data-sets and necessitate periodic or broad re-training. They often do not satisfactorily 

report the combined security threats and challenges related to unseen attacks, changing feature relevance, concept drift and 

recurrent model adaptation. 

For addressing these limitations, Metaheuristic optimization algorithm are used for continual zero-day intrusion detection 

and adaptive feature learning in any dynamic IoT settings. The regular monitoring of IoT traffic and related identification of 

the behavioural changes should be done effectively. In this context, Metaheuristic optimization techniques are deployed to 

dynamically select the relevant features as well as attributes and optimize the detection parameters. A continual learning 

mechanism will then update the IDS model when new and unknown attack patterns emerge while ensuring that the previously 

acquired knowledge are preserved. 

Unlike many other methods, the integration of adaptive feature learning with metaheuristic optimization algorithms for zero-

day detection and continual learning within a unified IoT security framework does not treat the task as one time classification 

problem. Rather, this model considers IoT security challenges as a continuously evolving learning process. The major benefits 

include improved detection of new attacks, lower computational requirements as well as faster adaptation to changing traffic 

patterns, reduced dependence on complete model retraining, and improved suitability for resource-constrained IoT 

environments. 

Index Terms— Continual Learning, Zero-Day Intrusion Detection, Metaheuristic Optimization, Adaptive Feature 

Learning, Concept Drift, Internet of Things (IoT). 
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