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Abstract—Most contemporary file synchronization systems rely
on centralized cloud infrastructure, which raises concerns re-
garding data privacy, service availability, dependence on external
infrastructure, and user control over personal data. As users
increasingly operate across multiple devices, providing secure
cross-platform synchronization without persistent centralized
storage remains a significant challenge. This paper presents
PocketBridge, a privacy-focused cross-platform peer-to-peer com-
munication and file synchronization framework that enables com-
munication and synchronization between authenticated personal
devices. The proposed framework adopts a layered architecture
that separates connection coordination from application data
transfer. WebSocket is used for device discovery, temporary
pairing, and signaling, while WebRTC DataChannels are used
for peer-to-peer data transfer. Temporary pairing credentials
and cryptographic device identities provide controlled device
authorization, while application-level encryption protects syn-
chronization content when supporting infrastructure is involved.
The framework operates within a web browser, enabling syn-
chronization across heterogeneous desktop and mobile platforms
without requiring separate platform-specific applications. The
implementation was evaluated through integrity and security
tests, cryptographic processing benchmarks, end-to-end file-
transfer experiments, synchronization reliability measurements,
and cross-platform browser compatibility tests. The results
demonstrate the feasibility of combining browser-based peer-
to-peer communication, temporary device authorization, and
application-level protection for privacy-focused cross-platform
synchronization.

Keywords —peer-to-peer communication, file synchroniza-
tion, WebRTC, WebSocket, cross-platform systems, privacy-
preserving systems, decentralized communication, browser-based
applications.

I. INTRODUCTION

The growing use of smartphones, tablets, laptops, and desk-
top computers has increased the need for reliable synchroniza-
tion and access to data across multiple devices. Conventional
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synchronization systems depend heavily on centralized cloud
infrastructure to store and share user data. These systems
provide easy access across devices but raise issues of data
privacy, service reliability, continuous Internet connectivity
and user control over the synchronized data. To address
these concerns, PocketBridge utilizes a cross-platform peer-
to-peer architecture that allows devices to communicate and
synchronize data without the need for persistent centralized
storage. The framework combines WebRTC-based peer-to-peer
communication [13], WebSocket-based signaling and session
coordination, and authenticated device pairing and security
to protect synchronization data. The system is implemented
as a browser-based self-hosted framework for personal multi-
device synchronization across heterogeneous platforms.

A. Motivation

The primary motivation for PocketBridge is the increasing
dependence on centralized synchronization services and the
privacy and control limitations associated with storing personal
data on third-party infrastructure. Cloud-based systems can
simplify synchronization between devices, but require users
to trust the service provider with their data and depend on the
availability of the provider’s infrastructure. This dependency
can be reduced by applying a peer-to-peer approach where
devices are able to directly communicate and have more
control over synchronized data. However, direct device-to-
device transfer alone does not provide sufficient security.
Devices must be authenticated before they are allowed to
synchronize, communication sessions must be secured against
unauthorized access and replay, and synchronization content
should be kept confidential even when supporting infrastruc-
ture is involved. Thus, PocketBridge is motivated by the need
for a system that allows for cross-platform synchronization,
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peer-to-peer communication, trusted device authentication, and
privacy from the coordinating infrastructure. The browser-
based approach also provides a common runtime and security
API across supported platforms while reducing the need for
separate platform-specific implementations.

B. Problem Statement

Existing synchronization approaches do not provide an
effective combination of cross-platform usability, user control
over data, and the security requirements of decentralized
communication. While centralized solutions require the users
to depend on third-party infrastructure, pure peer-to-peer so-
lutions suffer from challenges regarding device discovery,
authentication, session establishment, network traversal and
heterogeneous platform support. Additionally, if a server is
used for signaling or connectivity fallback, synchronized in-
formation could be exposed to the infrastructure if application-
level protection is not provided. Thus, the problem addressed
in this work is to design and implement a privacy-focused,
cross-platform synchronization framework that enables au-
thorized personal devices to securely communicate, while
preventing the coordinating infrastructure from recovering
plaintext synchronization contents. The framework is designed
to support device identity, ephemeral pairing, authenticated
session establishment, protected data transfer, integrity veri-
fication, replay protection, and reliable data transfer under the
evaluated network conditions. This implementation is currently
limited to personal multi-device synchronization, not multi-
user group collaboration.

C. Objectives

e To design and develop a secure, cross-platform peer-
to-peer device synchronization system that enables di-
rect device-to-device communication using WebSocket
for signaling and WebRTC for low-latency, encrypted
data transfer, supporting reliable file sharing and data
consistency.

o To develop a privacy-focused synchronization mechanism
incorporating secure device authentication and tempo-
rary pairing, thereby reducing dependence on centralized
cloud storage while enhancing user privacy, data control,
and cross-platform interoperability.

II. LITERATURE REVIEW

The increasing demand for cross-device data access has
led to research into decentralized storage and synchronization
architectures that reduce dependence on centralized cloud
infrastructures. Peng et al. [2] proposed a peer-to-peer file
storage and sharing system based on consortium blockchain,
using encrypted file fragments, identity authentication, and
erasure coding to improve integrity and fault tolerance. Zhan
et al. [3] presented a file-sharing framework supporting bidi-
rectional folder synchronization, version control, and access
permissions. Rozen Berg et al. [9] investigated WebRTC-
based decentralized communication with minimal latency,
demonstrating the feasibility of direct peer communication
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without relying on conventional centralized communication
paths. Although these approaches demonstrate the benefits
of decentralized architectures, they either introduce additional
infrastructure and processing requirements or focus primarily
on communication and storage rather than privacy-focused
synchronization across heterogeneous personal devices.

WebRTC provides a framework for real-time peer-to-peer
communication between web browsers, including direct data
transfer and mechanisms for NAT traversal and secure com-
munication [13]. Recent research has also explored WebRTC
and WebSocket as complementary technologies for browser-
based peer-to-peer communication. Nachiappan et al. [10]
demonstrated a WebRTC and WebSocket architecture for
decentralized real-time file sharing, where WebSocket is used
for coordination and WebRTC provides direct peer communi-
cation. Shaikh et al. [11] proposed DropBridge, which uses a
lightweight signaling server to establish peer connections be-
fore transferring files through WebRTC DataChannels. Geetha
Rani et al. [8] investigated peer-to-peer file streaming using
WebSockets without relying on intermediate storage. Ishola
and Mailler [6] extended the WebRTC-WebSocket model to
collaborative applications by combining peer communication
with WebSocket-based signaling and adaptive state synchro-
nization. These studies establish WebRTC and WebSocket as
practical technologies for browser-based P2P communication;
however, their primary focus is on file transfer, streaming, or
real-time collaboration rather than secure, persistent synchro-
nization between a user’s heterogeneous personal devices.

Security and privacy have received increasing attention
in decentralized communication research. Arnes and Karlsen
[1] proposed Swirlwave, a cloud-independent middleware for
smartphone communication that supports direct communi-
cation and reconnectable channels across changing network
conditions. Jindal et al. [7] presented P2P-SFS, incorporating
authentication and encryption mechanisms to protect peer-to-
peer file sharing against unauthorized access and man-in-the-
middle attacks. Urmila and Shubham [4] developed a cross-
platform P2P file-sharing framework using hybrid communi-
cation and cryptographic mechanisms to secure file exchange
across different devices. Jain et al. [12] also investigated
encrypted socket-based peer communication for decentralized
file sharing. While these approaches demonstrate the impor-
tance of authentication and encryption, they primarily address
secure communication or file exchange and provide limited
treatment of temporary device authorization, cryptographically
established synchronization sessions, replay protection, and
protection of synchronization content when coordination in-
frastructure remains involved.

Another important challenge concerns the role of sup-
porting infrastructure in P2P systems. Although peer-to-peer
data transfer can eliminate the need for centralized storage,
practical systems frequently require signaling servers, peer-
discovery services, or relay mechanisms for connection es-
tablishment and network traversal. Mahmoud and Abozariba
[5], in their systematic review of WebRTC applications be-
yond multimedia communication, identified interoperability,
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scalability, standardization, and distributed communication
management as important challenges in applying WebRTC to
broader application domains. Similarly, Ishola and Mailler [6]
highlighted challenges associated with maintaining synchro-
nization and communication across distributed peers. These
findings indicate that a practical P2P synchronization frame-
work should not only provide direct communication but should
also clearly separate the control plane from the data plane
and protect application data when supporting infrastructure is
required.

A. Research Gap

Although existing studies have made significant progress
in decentralized communication, WebRTC, WebSocket, and
secure peer-to-peer networking, several challenges remain
unresolved. Existing solutions primarily address file trans-
fer, collaborative applications, browser-based streaming, or
distributed storage, while only limited work combines these
capabilities into a browser-native framework for secure per-
sonal multi-device synchronization. Furthermore, practical
P2P architectures often rely on centralized signaling, discov-
ery, or relay services, creating additional privacy and trust
considerations. However, comparatively limited attention has
been given to integrating temporary device pairing, authen-
ticated synchronization sessions, and application-level pro-
tection against supporting infrastructure within a lightweight
browser-native framework. These limitations highlight the
need for a lightweight, privacy-focused framework that com-
bines cross-platform browser-based synchronization with se-
cure device authorization and peer-to-peer communication
while minimizing dependence on centralized cloud storage.
Motivated by these challenges, this paper proposes Pock-
etBridge, which combines WebSocket-based signaling with
WebRTC peer communication and incorporates temporary
pairing and authenticated communication to provide privacy-
focused device synchronization.

III. CONTRIBUTIONS

The main contribution of this work is the design and
implementation of PocketBridge as a browser-based, privacy-
focused framework for cross-platform personal device syn-
chronization. The framework separates connection coordi-
nation from application data transfer by using WebSocket
for signaling and WebRTC DataChannels for peer-to-peer
communication, while temporary pairing and cryptographic
device identities provide controlled device authorization. Pock-
etBridge further combines Ed25519 authentication, ephemeral
P-256 ECDH, HKDF-SHA256 key derivation, and AES-256-
GCM application-level encryption to protect synchronization
data even when supporting signaling or relay infrastructure
is involved. In addition, the framework provides both direct
WebRTC and encrypted relay-based communication paths
and was evaluated through security, integrity, cryptographic
processing, end-to-end transfer, reliability, and cross-platform
compatibility experiments.
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IV. METHODOLOGY

This section describes the proposed PocketBridge frame-
work, including its system architecture, communication model,
device pairing mechanism, peer connection establishment, file
synchronization workflow, and security considerations. The
methodology illustrates how secure and decentralized cross-
platform file synchronization is achieved using WebSocket and
WebRTC.

A. System Architecture

PocketBridge Clients

Control Plane -
Device A

Browser / Mobile

WebSocket / WSS Pairing and Signaling

Signaling Server

]

Temporary paring
Session Management
Device Discovery

I

SDP / ICE Signaling
WebRTC Connection

Local Device Identity
Synchronization
Services

Device B
Browser / Mobile

Negotiation Local Device Identity
Synchronization
Services
Aana Plane /
DIRECT P2P PATH
WebRTC Channel FALLBACK PATH .
Server Relay ClipherText
Encrypted Application Cliphertext Only

Data
%

Protected Data

Fig. 1. System Architecture

PocketBridge adopts a server-assisted peer-to-peer architec-
ture that separates connection coordination from application
data transfer. The architecture is defined in two main com-
munication planes, a control plane and a data plane. The
control plane manages the device discovery, temporary pairing,
session management and peer connection negotiation, while
the data plane is responsible for the transfer of protected appli-
cation data between authorized devices. Such separation allows
the signaling infrastructure to coordinate the communication
without having access to the plaintext content that is being
synchronized.

The control plane is implemented via WebSocket com-
munication between PocketBridge clients and the signaling
server [14]. During session establishment, the server manages
temporary pairing information and coordinates the exchange
of signaling information required for WebRTC connection
establishment. The signaling layer thus provides connection
coordination rather than a centralized store for synchronized
files and application content.Temporary session information is
only stored for pairing and connection management purposes.

The data plane allows authenticated devices to commu-
nicate after a peer connection is established. If direct peer
connectivity is available, application data is transferred over
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an encrypted WebRTC DataChannel between the participating
devices. If direct peer connectivity is not possible, Pocket-
Bridge also supports an encrypted relay path. In this case, the
application data is encrypted before being sent via the sup-
porting infrastructure and the relay can process the ciphertext
without having to access the plaintext application content.

The framework is designed for synchronization of hetero-
geneous devices that belong to the same user. Device identity
is based on locally generated cryptographic credentials and
does not require a permanent account issued by the provider.
Temporary pairing determines which devices are allowed to
participate in a synchronization session. This architecture
reduces reliance on centralized cloud storage while preserving
the signaling infrastructure for practical peer discovery and
connection establishment. This separation of control coordi-
nation and protected data transfer ultimately lays the founda-
tion for the privacy-preserving cross-platform synchronization
model of PocketBridge.

B. Hybrid Communication Model

PocketBridge uses a hybrid communication model that sep-
arates connection coordination from application data transfer.
WebSocket: This is the control channel between clients and
the signaling server for device discovery, temporary session
management, and exchange of WebRTC signaling information
[13]. This includes SDP offers and answers and ICE candidates
required for the peer connection establishment [14]. The data
plane includes the application data after negotiation. When
direct connectivity is available, application data is transferred
over an encrypted WebRTC DataChannel [15], [16], whose
underlying WebRTC security mechanisms provide confiden-
tiality and integrity for the transport [17]. In the absence of
direct connectivity, PocketBridge also supports an encrypted
relay path in which application data is protected before cross-
ing the supporting infrastructure. Thus the signaling server
coordinates the setup of the connection but is not the primary
storage or plaintext data-transfer layer. The separation enables
PocketBridge to coordinate connections practically while pro-
tecting the application data when synchronizing across devices
in heterogeneous network environments.

C. Device Pairing and Authentication

PocketBridge enables devices using temporary pairing and
locally generated cryptographic identities, removing the need
for permanent user accounts issued by a provider. Each device
group has an Ed25519 public key that is used as the user_id
and serves as the identity anchor for device authorization.

If a device wants to start synchronization, it creates a
temporary pairing session that can be shared using a six-digit
pairing code or a QR code. The signaling server validates
the pairing information and its expiration before allowing the
receiving device to join the session. Pairing credentials are
time-limited and single-use, reducing the risk of unauthorized
reuse.

After successful pairing, the devices involved can use their
cryptographic identities to establish an authenticated commu-
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nication session. This mechanism enables controlled device
enrollment with low dependency on persistent accounts and
centralized identity management.

D. Peer Connection Establishment

The signaling layer then establishes the communication
session once the device has been successfully paired. Both
participating clients connect to the signaling server over
WebSocket and exchange SDP offer, SDP answer and ICE
candidates [13], [16]. This negotiation is orchestrated by the
signaling server. This server does not carry the application
payload.

The exchanged SDP and ICE information enables the We-
bRTC peers to identify and establish a suitable communica-
tion path [13] [16]. Peers establish an encrypted WebRTC
DataChannel to send application data if direct connectivity
is possible. In the absence of direct connectivity, the frame-
work can set up an encrypted relay path while maintaining
confidentiality at the application level.

The resulting connection thus separates signaling from
application communication. After the peer connection is es-
tablished, the synchronization data is sent over the secured
data path instead of traversing the signaling server.

E. Security Architecture and Authenticated Key Exchange

PocketBridge uses several layers of security to authenticate
devices and secure synchronization sessions. The message flow
of the authenticated key-exchange protocol is inspired by the
session-establishment structure of MTProto 2.0 [18], while
the implementation uses standardized cryptographic primitives
including P-256 ECDH, Ed25519, HKDF-SHA256, and AES-
256-GCM. Each device maintains a locally generated Ed25519
identity key pair. For each synchronization session, the device
generates an ephemeral P-256 key pair and a fresh 256-bit
handshake nonce. The exchanged ephemeral public keys are
authenticated using Ed25519 signatures, which bind them to
the identity of the participating device.

The two devices then perform an ephemeral ECDH to estab-
lish a shared secret, and use HKDF-SHA256 to derive session-
specific cryptographic keys. Direction-specific key derivation
isolates keys used for each communication direction. Fresh
handshake nonces contribute to session freshness is provided
by the use of fresh handshake nonces, and replay protection is
provided by monotonically increasing device sequence num-
bers. For signaling communication PocketBridge uses WSS,
and for peer communication uses WebRTC transport security
[17]. Application payloads are encrypted with AES-256-GCM
for confidentiality and integrity. Application data remains
encrypted when it enters the supporting infrastructure, so a
relay path will not enable the relay to recover plaintext content
if needed.

F. Secure Data Synchronization

After an authenticated session is established, PocketBridge
synchronizes application data between authorized devices via
the available protected data path. For file synchronization,
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Fig. 2. Authenticated key exchange and session key establishment in
PocketBridge.

the sender selects the files and gathers the required file
metadata. Large files are divided into manageable chunks.
This incremental processing reduces the memory requirements
and enables synchronization of large files on heterogeneous
devices. A sequence number is attached to each transmitted
chunk, which is sent via the encrypted WebRTC DataChannel
[15], when direct connectivity is available. If a direct con-
nection is not available, the encrypted relay path is used and
application data is protected before being sent over the relay.
The receiving device processes the chunks in the order of
their sequence information, and sends acknowledgments for
successfully received chunks, so that the sender can monitor
the transfer progress and detect incomplete transmissions.
Once all chunks have been received, the receiving device
reassembles the original file and perform an integrity check
before making it available to the user. The same protected
communication mechanism also supports other application
data such as chat and shared scratchpad updates. PocketBridge
achieves reliable and privacy-preserving cross-device synchro-
nization by combining incremental transfer, sequencing and
acknowledgment, and integrity verification.

G. Threat Model

PocketBridge assumes an honest-but-curious signaling and
relay infrastructure that can see communication metadata but
must not see plaintext application data. The threat model
includes adversaries that monitor, modify, replay, or inject
messages on a network, try to access a device without permis-
sion, or launch man-in-the-middle attacks during the establish-
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ment of a session. The implemented security mechanisms are
designed to mitigate these threats through temporary one-time
pairing, Ed25519 authentication, ephemeral P-256 ECDH,
HKDF-SHA256 key derivation, AES-256-GCM authenticated
encryption, fresh nonces, and monotonically increasing device
sequence numbers. The model also includes the unautho-
rized access to the signaling or relay infrastructure, where
application data must be kept protected as ciphertext. However,
PocketBridge does not provide complete metadata privacy.
An observer may still infer source addresses, timestamps,
device identifiers, sequence numbers, and ciphertext sizes.
Traffic-analysis resistance, denial-of-service attacks, compro-
mised endpoints, malicious authenticated users, and post-
compromise security are not part of the primary threat model.

V. PERFORMANCE EVALUATION
A. Experimental Setup

PocketBridge was evaluated using independent test har-
nesses covering cryptographic integrity, file-processing cor-
rectness, authentication and key-establishment properties, and
standard and structural attack scenarios. The cryptographic
experiments were conducted on an Apple M1 system with 16
GB RAM running macOS 26.6 and Node.js v24.14.1, using
the WebCrypto APL

The evaluation included chunk-level integrity tests, whole-
file reconstruction tests, cryptographic attack simulations,
nonce-generation tests, and SHA-256 processing benchmarks.
Integrity and reconstruction experiments used 5 MiB chunks,
while the SHA-256 processing benchmark evaluated 1 MiB,
5 MiB, and 10 MiB inputs. The reported experiments used
different numbers of repetitions depending on the test, includ-
ing 1,000 trials for clean integrity and ciphertext-tampering
evaluation, 200 trials for file-reconstruction and corruption
experiments, and 500 trials for several security attack eval-
uations.

For the end-to-end performance evaluation, physical sender
and receiver devices were used to measure connection estab-
lishment time, transfer duration, throughput, resource utiliza-
tion, transfer success, and cross-platform compatibility. The
primary configuration used a MacBook Air with an Apple M1
processor and 16 GB RAM running macOS 26.6 with Safari
26 as the sender, and an Oppo F17 Pro with § GB RAM
running Chrome as the receiver. The devices communicated
over a WorldLink Wi-Fi network using WebSocket signaling
and a WebRTC DataChannel with 64 KiB chunks. File sizes
of 10 MB, 50 MB, 100 MB, 500 MB, and 1 GB were each
transferred 10 times, with the reported transfer measurements
averaged across the repetitions.

B. Security and Integrity Evaluation

PocketBridge uses AES-256-GCM authentication tags for
authenticated integrity and SHA-256 file digests as a com-
plementary mechanism for detecting corruption during file
reconstruction. In 1,000 clean-integrity trials, all chunks were
successfully recovered with matching SHA-256 digests, while
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all 1,000 ciphertext-tampering attempts were rejected by AES-
GCM. In 200 post-decryption corruption trials, all corruptions
were detected by SHA-256.

Whole-file reconstruction used 25 MiB files divided into five
5 MiB chunks. All 200 trials were successfully reconstructed,
including out-of-order delivery, while all missing-chunk con-
ditions were detected. These results demonstrate detection of
both transmission-level and post-decryption corruption, as well
as correct chunk reconstruction.

A total of 100,000 96-bit nonces were generated, and no
collisions were observed. A controlled nonce-reuse demon-
stration further confirmed the importance of nonce uniqueness
for AES-GCM security.

C. Security Attack Evaluation

The security mechanisms of PocketBridge were evaluated
against attacks targeting authentication, confidentiality, mes-
sage integrity, and key establishment. Wrong-key, MITM
key-substitution, replay, chunk-substitution, downgrade/tag-
stripping, and known-plaintext tests produced no successful
attacks in the tested configurations. Additional tests cover-
ing ciphertext non-malleability, authentication-tag truncation,
and per-file key independence were also completed success-
fully. The evaluation identified two implementation-level is-
sues requiring further hardening: a small timing difference
in an administrative authentication path and a transcript-
canonicalization ambiguity under variable-length field condi-
tions. The latter was not exploitable in the tested configuration
because the relevant implementation call sites use fixed-length
fields.

D. Cryptographic Processing Overhead

The computational overhead of SHA-256 was evaluated for
1 MiB, 5 MiB, and 10 MiB inputs using 20 measurements
per size. The mean processing times were 0.509 ms, 2.364
ms, and 4.934 ms, with corresponding throughputs of 1961.9
MB/s, 2114.3 MB/s, and 2026.5 MB/s, respectively. For the 5
MiB chunk size, the measured p95 processing time was 2.586
ms.

Each protected chunk adds 32 bytes for the SHA-256 digest
and 16 bytes for the AES-GCM authentication tag, resulting
in 48 bytes of integrity metadata. For a 5 MiB chunk, this
represents approximately 9.16 x 10~4% of the payload. These
results indicate relatively low cryptographic processing and
metadata overhead on the evaluation platform.

The measured throughput represents cryptographic process-
ing performance and should not be interpreted as end-to-end
network or file-transfer throughput.

E. End-to-End Transfer Performance

End-to-end performance was evaluated using physical de-
vices to measure connection establishment, file-transfer per-
formance, resource utilization, and synchronization reliability.
The primary test configuration used a MacBook Air with an
Apple M1 processor and 16 GB RAM running macOS 26.6
with Safari 26 as the sender, and an Oppo F17 Pro with 8
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GB RAM running Chrome as the receiver. The devices com-
municated over a WorldLink Wi-Fi network using WebSocket
signaling and a WebRTC DataChannel with 64 KiB chunks.
Each file size was transferred 10 times, and the reported values
represent the average application-level measurements.

The mean connection establishment time over 10 trials was
0.951 s. File-transfer experiments using 10 MB, 50 MB, 100
MB, 500 MB, and 1 GB files achieved average transfer times
of 0.26, 1.31, 2.58, 12.95, and 26.35 s, respectively. The
reported throughput represents application-level file-transfer
throughput calculated from transferred file size and measured
transfer duration. The relatively stable throughput across file
sizes indicates consistent transfer performance for the tested
workload, as shown in Fig. 3.

TABLE 1
END-TO-END FILE TRANSFER PERFORMANCE

File Size  Avg. Transfer Time (s)  Avg. Throughput (MB/s)

10 MB 0.26 38.46

50 MB 1.31 38.17

100 MB 2.58 38.76

500 MB 12.95 38.61

1 GB 26.35 38.86
3
aa)
=S
=~ 39 ]
=
o
)
= 385 |
=
=
=
o 38| .
<
=
S
< | | | | |
I0MB 50MB 100 MB 500 MB 1 GB

File Size
Fig. 3. Average end-to-end throughput for different file sizes.

Resource utilization was also measured during the transfers.
Peak CPU usage increased from 12.5% for 10 MB to 48.2%
for 1 GB, while peak memory increased from 145 MB to 265
MB. Peak memory usage remained substantially below the
corresponding file sizes, consistent with the chunked transfer
design.

TABLE II
RESOURCE UTILIZATION DURING FILE TRANSFER

File Size  Avg. CPU (%) Peak CPU (%) Peak Memory (MB)
10 MB 8.2 12.5 145

50 MB 14.5 19.2 162

100 MB 21.3 28.4 185

500 MB 34.1 42.6 220
1 GB 41.5 48.2 265

Across 50 transfer attempts, 49 completed successfully and
one failed, resulting in an overall success rate of 98%. The
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failure occurred during a 500 MB transfer under the tested
Wi-Fi condition.

TABLE III
END-TO-END SYNCHRONIZATION RELIABILITY

Success Rate
98%

Total Transfers  Successful  Failed
50 49 1

Under the tested network conditions, same-LAN transfers
achieved an average connection time of 1.44 s and throughput
of 38.8 MB/s, while transfers between different networks
achieved 2.85 s and 14.2 MB/s, respectively. Both configu-
rations achieved a 100% success rate in the reported tests.

TABLE IV
PERFORMANCE UNDER TESTED NETWORK CONDITIONS
Network Conn. Time (s)  Throughput (MB/s)  Success
Same LAN 1.44 38.8 100%
Different Networks 2.85 14.2 100%

Cross-platform compatibility was additionally verified
across macOS, Windows, Android, and iOS browser com-
binations. All tested combinations successfully established
connections and completed file transfers.

TABLE V
CROSS-PLATFORM COMPATIBILITY RESULTS

Sender Receiver Connection  File Transfer
macOS Chrome macOS Chrome Pass Pass
macOS Chrome Windows Chrome Pass Pass
macOS Chrome Android Chrome Pass Pass
macOS Chrome iPhone Safari Pass Pass
Windows Chrome Android Chrome Pass Pass
Windows Chrome iPhone Safari Pass Pass

F. Discussion of Results

The end-to-end experiments demonstrated practical transfer
performance across physical devices. The tested configura-
tion achieved an average throughput of approximately 38
MB/s across file sizes from 10 MB to 1 GB, with a mean
connection establishment time of 0.951 s. Resource mea-
surements showed increasing CPU and memory usage with
file size, while peak memory remained substantially below
the transferred file size. The network-condition comparison
also showed lower throughput and higher connection time
across different networks than on the same LAN. However,
the current experiments do not isolate the selected WebRTC
connectivity path or provide a controlled direct-versus-relay
comparison. Consequently, the measured throughput should
be interpreted as performance under the tested network and
browser configuration rather than as a general characterization
of WebRTC performance.

The SHA-256 benchmarks showed processing throughput
above 1.9 GB/s across the tested 1 MiB, 5 MiB, and 10
MiB input sizes on the evaluation platform, while the integrity
metadata overhead remained small relative to the protected

Proceedings of International Conference on Innovation in Computing, Science, Engineering and Technology 2026

payload. These results support the practicality of the evalu-
ated cryptographic and integrity mechanisms for the tested
workloads.

VI. LIMITATIONS AND FUTURE WORK

The end-to-end evaluation was conducted using a limited
set of physical devices, browser configurations, and network
conditions. Although transfer performance, resource utiliza-
tion, reliability, and cross-platform compatibility were eval-
uated, the experiments do not yet provide broad coverage of
heterogeneous hardware, browsers, mobile devices, or network
environments. The WebCrypto benchmarks were also executed
in a Node.js environment rather than directly within browser-
based clients.

The security evaluation also identified areas for further hard-
ening. A small timing difference was observed in the adminis-
trative authentication path, while a transcript-canonicalization
issue was identified under variable-length field conditions.
The latter was not exploitable in the tested configuration
because the relevant implementation call sites currently use
fixed-length fields. Future work will address these issues and
extend the evaluation to real multi-device deployments, diverse
network conditions, larger file sets, and longer synchronization
sessions. Additional work will investigate performance differ-
ences between direct WebRTC and encrypted relay transfers,
mobile execution, and broader interoperability across hetero-
geneous platforms.

VII. CONCLUSION

This paper presented PocketBridge, a privacy-focused cross-
platform peer-to-peer framework for secure device commu-
nication and file synchronization. The primary contribution
is a browser-native architecture that separates connection
coordination from application data transfer while combining
temporary device authorization, cryptographic device identity,
authenticated key exchange, and application-level protection
with direct or encrypted relay-based communication.

The security evaluation demonstrated successful detection
of tested ciphertext and post-decryption corruption, reliable
chunk reconstruction, and successful rejection of the evaluated
replay, key-substitution, downgrade, and other tested attack
scenarios. The measured SHA-256 processing performance
also showed low processing overhead for the tested chunk
size. These results indicate that the proposed security and in-
tegrity mechanisms provide a practical foundation for privacy-
preserving device synchronization.

Further evaluation is required to characterize performance
across a broader range of heterogeneous devices, browsers,
network conditions, and WebRTC connectivity paths.
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